
TCM SECURITY

PJPT — Practical Junior
Penetration Tester
Preparation Training
Delivered from Hacky Security's own curriculum, by instructors who also work our security
operations centre. Classroom, online live, or at your office.

BEGINNER 24 HOURS 3 DAYS

At a glance

COURSE PJPT — Practical Junior
Penetration Tester

TRACK TCM Security

DOMAIN Cyber Security

LEVEL Beginner

DURATION 24 hours (about 3 days)

DELIVERY Classroom · Online live · On-site at
your office

LANGUAGE English

CLASS SIZE Small cohorts — everyone gets
lab time

WHAT IS INCLUDED

Who this is for

This is a beginner course. It suits people already working in or moving into Cyber Security who want structured,
hands-on preparation rather than a video library. If you are unsure whether the level fits your team, send us the job
titles and we will tell you honestly — including if a different course would serve you better.

Course outline

About this course map

The PJPT is the entry point to TCM Security's practical track — the Practical Junior Penetration Tester. It is
deliberately focused: one attack path, done properly. You start with an internal foothold and work your way to
compromising the entire Active Directory domain, then write it up. It is the certification for someone who wants to
prove they can do the single most common internal-pentest workflow, before they take on the broader PNPT.

Instructor-led delivery by practitioners who also work our
SOC

✓

Hands-on lab access for the duration of the course✓

Course materials and lab guides✓

Hacky Security certificate of completion✓

Post-course support by email✓
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The strength of this exam is its honesty about level. It does not pretend a junior tester needs to write custom
exploits. It tests the thing a junior tester is actually hired to do: walk an Active Directory environment from a low-
privilege start to full domain compromise, and explain it.

The exam is a hands-on Active Directory compromise followed by a professional report.

Module 01 — Foundations for the internal test

The groundwork a junior tester needs before touching the domain.

The internal penetration-test workflow, start to finish

Setting up the tooling you will use throughout

Note-taking discipline that feeds the report later

Module 02 — Active Directory, explained

You cannot attack what you do not understand. This builds the mental model first.

What Active Directory is and how a domain is structured

Users, groups, computers and the trust relationships between them

Authentication in a domain: how a login actually works

Where the weaknesses tend to live

Module 03 — Initial enumeration

Learning the domain from a low-privilege foothold.

Enumerating users, groups and shares

Mapping the domain with the standard tooling

Finding the misconfigurations that open a path

Identifying high-value targets early

Module 04 — Attacking the domain

The core techniques, taught as a connected path rather than a list.

LLMNR and NBT-NS poisoning to capture credentials

Kerberoasting to recover service-account passwords

Password spraying without locking accounts

Pass-the-hash and credential reuse

Module 05 — Lateral movement and escalation

Moving through the domain toward the controller.

Moving between hosts with captured credentials

Escalating privilege as you go

Recognising the path to Domain Admin when you see it

Compromising the domain controller

Module 06 — The report

Turning the compromise into something a client can act on.

Structuring a clear penetration-test report
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Writing findings with evidence and remediation

Explaining the attack path so the fix is obvious

The executive summary for a non-technical reader

Sitting the official exam
Exam voucher sold separately. We buy it from the certification body on your behalf and send you the code — you book
your own exam date. This course is Hacky Security's own preparation training. The certification itself is awarded by the
certification body, not by us.

Investment

Priced per cohort. Tell us how many people and which delivery mode and we will send a quote the same working
day.

Book this course
Tell us how many people, where, and when — we will come back with dates and a quote within one working day.

+91-8091900310  ·  info@hackysecurity.com

https://hackysecurity.com/courses/pjpt/

CHANDIGARH · SHIMLA · DELHI · DUBAI · LONDON

Independent preparation training delivered from Hacky Security's own curriculum. Hacky Security Private Limited is not affiliated with or endorsed by the
certification body named in this document. Certification names and codes are the trademarks of their respective owners and are used only to describe
what this course prepares you for. Prices, durations and outlines are indicative and may change; the quotation we send you is the binding one. Issued 19
September 2026.
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